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(54) AES Encryption circuit . 

(57) A round processli^ unit In an encryption circuit 
comprises: a first Round Key Addition circuit (204) that 
adds a round key value to input data; an intermediate 
register/Shift Row transformation circuit (206) that tenv 
porarily stores the output of the first Round Key Addition 
circuit (204) and executes Shift Row transfomiation; a 
Byte Sub transfomnatlon circuit (207) into whfch the val- 
ues of the Intermediate registeiyshlft Row transforma- 
tion circuit (206) are inputted and which executes Byte 
Sub transformation; a second Round Key Addition cir- 
cuit (208) Into which the values of the Intermediate reg- 
ister/Shm Row iransformation circuit (206) are Inputted 


and whteh adds round key values; a Mix Column trans- 
fonrtatlon circuit (210) that executes Mix Column trans- 
fdnmation upon the outputs of the second Bound Key 
Addition circuit (208); and a second selector (203) that 
outputs to the second Round Kay Addition circuit (204) 
one of the outputs of a first selector (202), the Interme- 
diate register/Shift Row transfomiatlon circuit (206)i the 
Byte Sub transfomnatlon circuit (207), and the Mix Col- 
umn transfonnation circuit (210). Such an encryption cir- 
cuit reduces a scale of circuit and can achieve a certain 
level of hlgh-^eed processing In the Implementation of 
the A£S block cipher. 
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Description 

BACKGROUND OF THE INVENTION 

s Technical Field 

[0001] The present Invention relates to an encryption drcull for implementing in hardware the Rijndael algorithm, 
which is the next generation common key block encryption standard, known as the AES (advanced encryption stand- 
ard), and wis replace the current common.key block encryption standard In the US. called DES. 

10 

Description of Related Art 

[0002] A great variety of sewices are being considered that Involve the Internet. Including electronic commerce and 

electronic money. These technoiogpes are used not Just In the daily ftves of individuate, but also in a wide range of 
f5 fields, Including transactions among corporations and Improving productivity. In particular, it is expected that encryption 

functions will be k>aded onto smart cards, and mobile handsets, for the purpose of verifying the identity of Individuals. 

and that these technologies will be widely used for authentication* digital signatures, and data encryption. 

[0003] Common key cryptography Is used in these appHcations to prevent third parties from tapping on the Internet. 

The current standard adopted In the US for common key cryptogmphy is DES; as its repfecement, the AES (advanced 
20 encryption standard), known as the Rijndael algorithm, has been selected to be next generation common key block 

cryptography standard, and this algorithm is becoming the riew standard. (The AES draft is available at http7/cspc.nist. 

gov/pubteations/drafts/dfips-AES.pdf) 

[0004] AES Is a block cipher tor processing in t>lock lengths of 128 bits, and the encryption algorithm, as shown in 
FIG. 1 , is thought to be executable by an encryption circuit comprising a round function unit 20 and a key schedule 
^ unit 10. The roundfunotton unit 20.cQnnpri8es an input register21 that temporarily stores Input data, an XQR processing 
. unit 22 that XORs the input data and expanded key segment, a round processing unit 23, a final round processing unit 
24 and an output register 26 that temporarily stores output data. 

[0005] The round processing unit 23 comprises a Byte Sub transfonnation unit 31 , a Shift Row transfonmation unit 
32, a Mix Column transfonnation unit 33 and a Round Kay Addition unit 34; the final round processing unit 24 perfomns 
30 the processing of the round processing unit 23 except for the IWIx Column transfonmation 33; it comprises a Byte Sub 
transformation unit 35, a Shift Row transfomnation unit 36 and a Round Key Addition unit 37. • 
[0006] Round processing Iterated; the number of rounds Nr including the final round depends on the key length 
inputted into the key schedule unit 10, and is defined as shown in Table 1 . 

35 - [Tablet] \ , . ' . . 


Key Length and Number of Rounds 

Key l-ength 

Nr 

12efait 

10 

192bit 

12 

256bit 

14 


[0007] Thus for each key length round processing is executed Nr-1 times, and at the end the final round processing 
is executed. When the key length is 128 bits, round processing is executed 9 times; when 192bits,11 times; and when 
256 bits, 13 times; and then in each case the final round processing is executed. Round keys generated at the key 
schedule unit 10 are inputted into the XOR processing unit 22, round processing unit 23 and final round processing 
unit 24. 

[0008] The itey schedule unit 10 generates round keys based on the key generation schedule specified In the AES 
draft that algorithm Is shown in FIG. 2. 

[0009] The AES Proposal specmcation (AES Proposal: Rijndael. at http-y/csrc.nist.gov/encryptlon/aes/rijndaei/Rijn- 
dael.pdf) introduces 2 hardware implementations for AES block cipher circuits. 

[0010] One of these Is a method for hardware implementation, In 128 bit units, of ait the functions shown In FIG. 1 
as theyare (hereinafter, "conventional example 1"). In this case, for encryption and decryption, the order of processing 
of the functions is reversed, and thus it is necessary to prepare separate processing circuits for encryption and de- 
cryption. 

[0011] Also, because, as shown in Table 1 , it is necessaiy to change the number of times round processing is exe- 
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cuted depending upon the key length, It Is necessary to create circuits for each key length. 

[001 2] Furthermore, because of the reversal of order between encryption and decryption, the order of key generation 
in the key schedule unit 10 for the round keys used In the round function unit 20 has to be reversed between encryption 
and decryptton. Therefore, either tfiere has to be 2 separate key schedule units, for encryption and tor decryption, or 

s a method has to be devised for using the key schedule unit 1 0 for both encryption and decryption. 

[0013] The second method, as shown in FIG. 3, Involves creating acoprocessorSOthat hasa Byte Sub transformation 
unit 51 and a Mix Column transfonnatlon unit 52, and Implementing In hardware only the Byte Sub transformation &nd 
the Mbc Columri transfornnatlon functions, and having all other functions incorporated as software Into a program 41 , 
and then processing with a CPU 40 (hereinafter, "conventional example 2"), 

10 [0014] In this case, Byte Sub transformation and Mix Column transfomnation, which are unsulted for processing by 
the CPU 40 for reasons of processing time, are implemented in hardware as the coprocessorSO, and the other process- 
ing is processed by the program 41 stored in the CPU, thus allowing the circuit scale to be reduced. 
[OOISJ If we suppose that the AES block cipher Is to be Incorporated Into a smart card or the like, thp functions 
required of an encryption circuit wouW be to maintain a certain level of processing speed, white keeping the scale of 

15 the circuit small. With these requirements, the conventionally proposed method of Implementing all the functions in 
12B-bit units results In the scale of circuit being too large^ making the loading thereof onto a smart card difficult. With 
the method of Implementing In hardware only the Byte Sub transfonnatlon and the Mix Column transformation, and 
processing the other functions with software, there Is the problem of the processing speed requirements not being 
fulfilled. 

20 [001.6] Moreover, with the key schedule unit 10 that generates the round keys, if all the round keys are stored in 
memory, a large-capacity memory Is needed, and this would make the scale of circuit largo. Therefore, in order to 
reduce the scale of circuit without reducing processing speed, it Is desirable to generate round keys with a circuit 
constitution that does not require storing the entire expanded key in memory. 

SUMIVIARY OF THE INVENTION 

[001 7] It is an object of the present invention to present an encryption circuit that is small in scale and that can achieve 
a certain level of processing speed when implementing the AES block cipher. 

[0018] The present Invention provides an encryption circuit that generates from a cipher key a plurality of round keys 
30 +»aving a number of bits con^sponding to a predetemnlned processing block length and executing, for 9ach processing 
block length, Input data and round key enciyption/decryption processlng,*bymeans .of a round function unit comprising 
an XOR dpeiation unit that XORs the input data and one of the round keys and a round processing unit that iterates 
round processing that Includes Byte Sub transfonmatlon, Shift Row transformation, Mbc Column transfonnBtion and 
Round Key Addition, wherein: 

35 the round processing unit comprises: a first seiectorthat segments input data Into execution block lengths smalierthan 
the processing block length; a first Round Key Addition circuit that adds the round key value to input data for each the 
execution block length; an intermediate register/Shift Row transformation circuit that temporarily stores the output of 
the first Round Key Addition circuit and executes Shift Row transfomnation using the processing block length; a Byte 
Sub transfomiation circuit wherein the Intermediate register/Shift Row transfomnation ciitsuit value Is inputted for each 

40 the execution block lenglh and Byte Sub transfonnation is executed; a second Round Key Addition circuit wherein the 
intermediate register/Shift Row transforrnation circuit value Is inputted for each the execution block length and the 
round key value Is added for each the execution blocklength; a Mix Column transformation circuit executing Mix Column 
transformation on the output of the second Round Key Addition circuit; and a second selector that outputs to the first 
Round Key Addition circuit onie output from among the outputs of the first selector, intermediate register/Shift Row 

^ . transformation circuit, Byte Sub transfonmatlon circuit, or Mix Column transfonmatlon circuit. 

[0019] Here, the execution block length can be a multiple of 8 bits, the processing block length can be 128 bits and 
the execution block lenglh can be 32 Wts. 

[0020] Further, the key length of the cipher k^ can be any of 1 28 bits, 1 92 bits or 256 bits. 

[0021] Also, the Byte Sub transformation cinsuit can comprise a matrix operation unit for decryption that executes a 
so matrix operation on input data; a third selector that outputs either the input data or the output of the matrix operation 
unit for decryption; an Inverse operation unit for executing an inverse operation on the data outputted from the third 
selector, a matrix operation unit for encryption that executes a matrix operation on the data outputted from the inverse 
operation unit; and a fourth selector that outputs either the output of the inverse operation unit or the output of the 
matrix operation unit for encryption. 
95 [0022] Further, the matrix operation unit for decryption and the nnatrtx operation unit for encryption comprises an 
XOR circuit so as to perform 8-blt operations at one dock cycle and the matrix operation unit for decryption and the 
matrix operation unit for encryption comprises an XOR circuit so as to parfonm 1 -bit operations at one clock cycle. 
[0023] Also, the Intermediate register/Shift Row transfomnadon circuit can be used for both encryption and decryption 


3 

PAGE 7/13S * RCVD AT 6/4/2006 6:07:40 PM [Eastern Daylight Time] * 8VR:U8PTO-EFXRF-6/24 * DN18:2738300 « CSID: 66 1460-1 986 


« DURATION (mm-5S):83-52 


6/4/2006 4:08 PM FROM: 661-460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 008 OF 135 


EP 1 271 839 A2 

through the reversal of order of input of shift data relating to amount of shift for to be Inputted Into the intermediate 
register/Shift Row transfomnatlon circuit, the input order for decryption being the reverse o< the order for encryption. 
[0024] Further, the Mix Column transfomiation circuit can comprise a plurality of multiplication units with unique 
muitlpllers and an XOR circuit that perfomns XOR operations for the plurality of multiplication units, the Mix Column 

3 transfomnatlon circuit executing a matrix operation between data inputted into each multiplication unit and the multiplier 
established for each multiplication unit. In this case, thie Mix Column transfonnation circuit comprises 4 operation units 
having 4 multiplication units capable of 8-bit unit operations and XOR circuits that execute XOR operations based on 
the outputs of the4muttlpllcatton units. This multiplication units can control 2 multipliers and are used for both encryption 
and decryption and the muJtiplication units can be constituted to control addition values from high-order bits. 

^0 [0025] Also, an encr^Jtlon circuit can be constituted so as to have a key expansion schedule circuit that generates 
from the cipher l;ey, as an expanded key segmented into bit numbers corresponding to the execution bloci? length, a 
plurality of round Iceys wth bit numbers con-esponding to a predetemnlned processing block length. The key expansion 
schedule circuit connprlses: 

IS a fifth selector that segments a cipher key Into Ihe number of bite con^espondlng to the execution block length and 

outputs the same; 

a shift register to which fi^>-flop circuits are connected at a plurality of stages, the fllp-flc^ circuits latching data fri 
units of the execution block length; 

a first XOR circuit that XOi=ls the output of the final stage flip-flop circuit of the shift register with one constant 
2Q selected from among a group of constants; 

a sixth selector Into which are inputted the outputs of those flip-flops of the shift register that are involved In oper- 
ations for encryption and the outputs of those flip-flops involved in operations for decryption, and which selectively 
outputs one of these; 

a Rot Byte processing circuit that rotates the output of the sixth selector; 
as a seventh selector into which the output of the sixth selector end the outpiA of the Rot Byte circuit is inputted and 

which selectively outputs one of these; 

a Sub Byte processing circuit that executes Byte Sub transformation oh the output of the seventh selec^orfor each 
the execution block length; 

an eighth selector Into which the output of the sixth selector and the output of the Sub Byte processhig circuit are 
90 inputted, and which selectively outputs one of these; : 

a second XOR circuit that executes an XOR operation based on the output of the first XOR circuit. and the output 
of the eighth selector; and 

a shift register unit selector that selectively outputs, to those fl^D-flops of the shift register the outputs of which are 
subject to operations for encryption, either the output of the second XOR circuit or the output of the acljaceht stage 

35 fljp-flop. 

[0026] Here, the shift register comprises 8 flip-flops executing data processing in 32-bit units, and the sixth selector 
is constituted so that the outputs of the second, fourth, sixth and e.ighth flip-flops from the twttom from among the flip- 
flops are inputted therein, and that it outputs one of these. 

40 [0027] Also, through the input into the seventh selector of the output of the intermediate register/Shift Row transfor- 
mation circuit and the input Into the second selector of the output of the Sub Byte processing circuit, a single circuit 
can be used for the Sub Byte processing circuit and the Byte Sub transfomiation circuit of the round processing unit 
[0028] From the following detailed description in conjunction with the accompanying drawings, the foregoing and 
other objects, features, aspects and advantages of the present Invention wlH become readily apparem to those skilled 

^ In the art 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0029] 


50 


FIG. 1 is a block diagram of AES processing using the Rijndael algorithm; 
FIG. 2 is a key schedule program Bst; 

FIG. 3 is a block diagram shiowing one envisioned circuit implementation; 

FIG. 4 is a block diagram of a round function unit adopted In a first embodiment of the present invention; 
FIG. 5 is a block diagram showing an intermediate register/Shift Row transformation circuit; 
FIG. 6 fs a block diagram showing a Mbc Column transformation circuit; 
FIG. 7 is a block diagram showing the constitution of a multiplication unit; 
FIG. 8 is a block diagram showing another constitutron of a multiplication unit; 


4 

PAGE 8/135 • RCVD AT 6/4/2006 6:07:40 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-6/24 ' DNtS:2738300 • C8ID:661^60-1986 • DURATION (mni-5S):83-S2 


6/4/2006 4:08 PM FROM: 661-460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 009 OF 135 


EP 1 271 839 A2 

FIG. 9 is a block diagram showing a key schedule unit; 
RG. 10 is a block diagram showing a Byte Sub transformation circuit; 
RG. 11 Is a block diagram showing a matrix operation circuit for encryption; 
FIG. 12 IS a block diagram showing a matrix operation circuit tor decryption; 

FIG. 1 3 Is a block diagram showing another example of a matrix operation circuit for encryption; and 
FIG. 1 4 is a block diagram showing another example of a matrix operation circuit for decryption. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Round Function Unit 

[0030] The AES block cipher is an algorithm that encrypts/decrypts the 128 bit data with the 128 bit. 1 92 bit or 256 
bit key. As shown In FIG. 1 , it comprises a key schedule unit 10 that generates a plurality of round keys from the cipher 
key. and a round function unit 20 that uses the round keys inputted from the key schedule unit 1 0 to encrypt and deciypt 
The round function unit 20 perfomis such processing as XOR operations. Byte Sub Iransfomiatlon processing. Shift 
Row transfomiatlon processing. Mix Column transfomnatlon processing, Round Key Addition processing. 
[0031] The first embodiment of the present Invention Is a circuit for implementation of this round function unit 20, 
and the constitution of this circut! is shovwi In FIG. 4. Each circuit block executes 32-blt processing with the exception 
of Shift Row transf omiation processing, which is 1 2B-bll processing; transfer of data between circuit blocks is executed 
in 32-blt units. 

[0032] This round function unit contains: an input register 201 that temporarily stores input data; a flr^ selector 202 
that selects 32-btt data from the 128-bit Input data; a second selector 203 Into one Input tennlnal of which the output 
of the first selector 202 is inputted; a first Round Key Addition circuit 204 into which the output of the second selector 
203 IS inputted; an add data selector 205 that inputs Into the first Round Key Addition circuit 204 an expanded key 
fiogment or "C; an intenmediate register/Shift Row transfomiatlon circurt 206 that stores the output value of the first 
Round Key Addition circuit 204 and executes Shift l^w transformation In 128-bit units; a Byte Sub transformation 
cirpult 207 Into which intennediate register/Shift Row transfomnatlon circuit 206 values are inputted and which executes 
Byte Sub transformation; a second Round Key Addition circuit 208 into which Intennedlate register/Shift Row transfor- 
mation circuit 206 values are inputted for each 32 bits; an add data selector 209 which inputs into the second Round 
Key Addition circuit 208 an expanded key segment or "0"; and a fy/lix Column inansfonnatlon clrcult210 which executes 
Mtx Column transfomnatlon on the output of the second Round Key Addition circuit 208. The outputs ofthe first selector 
202, Byte Sub transformation circuit 207, Mbc Column transfbmr^atlon circuit 210, and. Intermediate reglsterTShlft Row 
transfonnation circuit 206 are inputted into the second selector 203. and one of these outputs Is outputted to the first 
Round Key Addltton circuit 204. 

Operation Schedule during Encryptron 

[0033] The operation schedule during encryption In the round function unit is shown in Table 2. 
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[Table 2] 


Round Function Operation Scheduta 


10 


15 


20 


25 


30 


40 


45 


SO 


ss 


Round 

v>ycio 

Procassing 

SEU.B 

0 


Round K^y Addition 

a 

T 


Byte Sub Transformation 

b 

008 

SWft Row Transformatten 

c 

009-012 

Mix Column Tramsformation 
Round Key Adcfitlon 

c 

2 

n't*)— A-f o 

Byte Sub Transformation 

b- 

017 

Shift Row transformation 

c 

018-021 

Mix Column TransformaticH) 
Round Key Addition 

c 


Omittad 



Nr-1 

■ #1 

F^U^M "^Sl ih l-l»».Jjf J^BBM 111 i-H-M 

KjyLB ouo 1 raimariniLiJon 

u 
D 

(Nr-1)*9-1 

Shift Row Transformation 

c • 

(Nr-1)*9 - 
(Nr-1>*9+3 

Mix Column Trahsformation 
Round Kay Addition 

c 

Nr 

. Ml 

Byte S(i» Transfonnatjon 

b 

Nr*&-1 

Shift Row Transformation 

d 

Nr*9- 
Nr*9+3 

Round Key Addition 

d 


#1 : {Nr-1)*9-5 - (Ni-1>»a-2 
#2:Nr*9-5-Nr*§-2 

Note: The t^le shows operatfons durtns encryption. 
In decryptiorx the order of round Itey and Mix 
Cofumn processings 13 swftched, 

[0034] Here, In round 0, addition of an expanded key segFnent is executed by the first Round Key Addition circuit 
204 with a selector position of "a" for the second selector 203. Input data In the input register 20 1 Is selected in 32 bit 
units by the first selector 202 and Inputted into the first Round Key Addition circuit 204, and to this Is added a portion 
of a round Key, Inputted from the l«ey schedule unit, this portion being a 32'bit segment of the expended key. While the 
input data and the expanded key are being changed into 32-bit units, the first Round Key Addit»n circuit 204 executes 
adtfition processing, and the XOR processing of the XOR unit 22 in RG, 1 is tliereby executed on 1 28-bit processing 
blocks In the 4 cycles of cycles 000 through 003. The result of the operation by the first Bound Key Addition circuit 204 
is stored in order in 32-bit units in the intermediate register/Shift Row transfomiation circuit 206. 
[0035] In round 1 , the round processing 23 in FIG. 1 is executed, and Byta Sub transformation processing 31 , Shift 
Row transfomiation processing 32, Mix Column transformation processing 33. and Round Key Addition processing 34 
are executed. Thus, first of all. m cycles 004 through 007, with a selector position of "b" for the second selector 203, 
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the data stored In the intermediate register/Shift Row transfomiatlon circuit 206, while being shifted In 32-bIt units, is 
read out and Inputted Into the Byte Sub transfonnation circuit 207. At this time, by maldng the data to be selected by 
the add data selector 205 "0", the first Round Key Addition circuit 204 is put into a masked state. The result of the 
operations of Byte Sub transfonnnation circuit 207 Is stored In order in 32-bit units In the Intermediate register/Shitt Row 
5 transfonnation circuit 206. Thus Byte Sub transformation processing performs on 128 bits, and the result is stored in 
the Intermediate register/Shift Row transformation circuit 206. * 

[0036] Next, in cycle 008. Shift Row transformation processing Is executed. The Intennediate register/Shift Row ■ 
transtomiatlon circuit 206 is capable of executing Shift Row transformation processing In 12B-blt units, and In this cycle - 
008, 12B-bft Shift Row transfonnation processing Is executed. At this time, the selector position of the second selector 

10 203 may be any position, but in consideration of the processing in the next cycle, a position of "c" Is preferable. 

[0037] In cycles 009 through 0012, Mix Column transformation processing and Round Key Addition processing are ' 
executed. Herein, the data stored In the intennediate reglster/Shlfl Row transfonnation circuit 206. whWe being shifted 
In 32-blt units, is nead out and inputted Into the second Round Key Addition circuit 208. At this time, by making th© data 
to be selected by the add data selector 209 "O", the second Round Key Addition circuit 208 is put into a masked state. 

T5 By setting the selector position of the second selector 203 at "c^, the data upon which Mix Column transformation 
processing has been executed at the Mix Column transformation circuit 21 0 Is Inputted Into the first Round Key Addition 
clrcutt204 via the second selector 203. An expanded key segment to be Inputted from the key schedule unit is selected 
for ctota to be selected by the add data selector205, and this data undergoes Round Key Addition processing at the 
first Round Key Addition circuit 204. The result of the MU Column transformation processing at the Mix Column trans- 

^ fomnation circuit 210 and the Round Key Addition processing at the first Round Key Addition circuit 204 are, while 
being each shifted In 32-bit units, stored in the intennediate nagisteryShift Row transformation circuit 206. Thus, the 
result of the 128 bits upon which Mix Column transformation processing and the Round Key Addition processing were 
executed in cycles 009 through 01 2 are stored in the Intemiedrate register/Shift Row transformation circuit 206. In this 
manner, one round of processing is executed in the 9 cycles of cycles 004 through 012. 

-25 [OOSffi Next. In rounds 2 through (Nr-1 ), the same processing as In round 1 is «cecut©d (however, Nr is the number 
of processing rounds Including the final round, and as shown in Table 1 . the number of rounds will differ according to 
key length). 

[0039] In round Nr {the final round), the final round processing 24 of FIG. 1 is executed; this comprises Byte Sub 
transfomiation processing 35. Shift Row transformation processing 36 and Round Key Addition processing 37. 

30 [0D40] Thus in cycles (Nr*8-5) through (Nr*9-2). with the selector position of the second selector 203 at "b". data 
stored Ih the intermediate register/Shift Rowtransfomiatlon circuit 206. while being shifted In 32-blt units, is read out 
and inputted into the Byto Sub transformation circuit 207. At this time, by making the data to be selected by the add 
data selector 205 "0", the first Round Key Addition circuit 204 Is put into a masked state. The result of the operation 
of the Byte Sub transformation circuit 207 is stored In order in 32-blt units In the intermediate register/Shift Row trans- 

35 fomfiatJon drcuit 206. Tl)us Byte Sub transformation processing of 128 bits is performed, and the result Is stored in the 
• intennediate register/Shift Row transformation circuit 206. 
[0041] Next, In the (Nr-9-1) cycle, 12B-blt Shift Row processing is executed. At this time, the selectten position of 
the second selector 203 may be any position, but in consideration of the processing of the next cycle, a position of **d" 
is preferable; . ' . 

4o [0042] In the (Nr*9) through (Nr*9+3) cycles. Round Kay Addition processing is executed. SpeclflcaDy. by making 
the selector position of the second 8elector203 ?d", the data stored In the intermediate re^ster/Shlft Rowtransfonnallon 
circuit 206. while being shifted In 32-bft units, Is read out and inputted into the first Round Key Additioit circuit 204 via 
the second selector 203. At this time, by making data to be selected by the add data selector 205 ah expanded key 
segment to be inputted tram the key schedule unit, the first Round Key Addition circuit 204 adds 32-bit round keys. 

<5 The result of the Round Key Addition processing by the first Round Key Addition circuit 204 is stored in the intermediate 
register/Shift Row transfonnation circuit 206 while being shifted in 32-blt units. Thus In the (Nr*9) through (Nr*9+3) 
cyci^, the result of the Round Key Addition processing on the 128 bits is stored in the intermediate register/Shift Row 
transformation circuit 206. In this manner, in the 9 cycles from (Nr*9-5) through (Nr*943), ifinal round processing Is 
executed. 

50 

Operation Schedule during Decryption 

[0043] Operations during decryption in this round function unit are perfomied in the reverse orderto operations during 
encryption. This operation schedule is shown In Table 3. 
55 • . ' 
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[Table 3] 

Round Function Operation Schedule 


Round 

Cycle 

Processing 

SEL.B 

0 

000-003 

Round Key Addition 

a 


004 

Shift Row Transformation 

b 


005-008 

Byte Siis Transformation 

b 

1 

009-012 

Round Key AdditSon 
^ix CoSumn Transfonnation 

c 


013 

Shift Row Transformation 

b 


014-017 

Byte Sub Transformation 

b 

2 

018-021 

Round Key Addition 

JdALfisymaXEsa^fqz^ 

c 


Omitted 




(Nr-1)*9-5 

Shift Row TransformaUon 

b 


#1 

Byte Sii) Transformation 

b 

Nr-1 

{NM)*9- 

Round Key Addition 
Mx Column Jransfrrma^on 

c 


Nr*^ 

Shift Row Transfomnation 

b 


#2 

Byte Sub Transformation 

b 

Nr 

Nr*9- 
Nr*9+3 

Round Key Addhion 

d 


#1 :{Nr-1)*9-4 - (Nr-1)*9-r 
#2:Nr*9-4 - Np*9-1 - 


30 [0044] In round 0, with the selector position of the se<X)nd eelector 203 at "a", the first Round Key Addition circuit 

204 adds expanded key segments. Input data In the input register 201 is selected in 32-blt units by the first selector 
202 and Inputted into the first Round Key Addition circuit 204, and from the round key to be inputted from the key 
schedule unit, a 32-bft expanded key segment is added. At this time, data to be Inputted via the first selector 202 Is 
inputted In an order that is the reverse of the input order for encryption, and the input order of the expanded .key 

35 segments to be inputted from the key schedule input is also the reverse of the input order for encryption. In this manner, 
as the Input data and expanded key are changed every 32 bits, the first Round Key Addition circuit 204 executes add 
processing, thereby allowing execution of Round Key Addition processing on a 128-blt processing block in cycles 000 
through 003. The result of the operations of the first Round Key Addition circuit 204 Is stored In 32-bft units In the 
intemiediate register/Shift Row transfonnation circuit 206, 

40 [0045] In round t, processing is perfonned in the onder of Shift Row transformation. Byte Sub transfomnatJpn, Round 
Key Addition, and Mix Column transformation. For this reason, first, in cycle 004. in the iritermediate register/Shift Row 
transformation circuit 206,'Shift Row transformation processing is executed In 1 28^t>it units, in thl§ case the processing 
is the same as the Shift Row transformation processing during encryption. Also, the selector position of the second 
selector 203 may be any position, but in consideration of the processing in the next cyde, a position of "b" is preferable. 

^ [0046] Next, in cycles 005 through 008, with a selector position of "b" for the second sielector 203, data stored in the 
Intennedlate register/Shift Row transfonmatlon circuit 206, while being shifted in 32-bit units, Is read out and Inputted 
Into the Byte Sub transformation circuit 207. At this time, by making the data to be selected by the add data selector 

205 "0", the first Round Key Addition circuit 204 is put into a masked state. The result of the operation by the Byl© Sub 
transfonnation circuit 207 is stored In order in the intemnecSate register/Shift Row transfonnation cirouk 206 In 32-bit 

so units. In this case, the Byte Sub transformation processing is executed so as to be the inverse of the transformation 
processing during encryption; this will be discussed below. In this manner, Byte Sub transfomnatlon processing is 
perfonned on 128 bits, and the result Is stored in the Intemnediate reglster/Shlft Row transfonnation cIrcuH 206. 
[0047] In cycles 009 through 012, Round Key Addition processing and Mix Column transfonnation processing are 
executed. Here, data stored in the intennedlate register/Shift Row transfonnation circuit 206, while being shifted In 

55 32-brt units, is read out and Inputted into the second Round Key Addition circuit 208. At this time, data selected by the 
add data selector 209 is made the expanded key segment Inputted from the key schedule unit. Also, with the selector 
position of the second selector 203 at "c". the output of the Mix Column transfonnation circuit 210 is inputted Into the 
first Round Key Addition circuit 204 via the second selector 203. At this time, by making the data to be selected by the 
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add data selector 205 "0". the first Round Key Addition cittsult 204 is put into a masked state. In this case, Mix Column 
transfonnatlon processing is executed In such a manner as to be transtomnatlon processing that is the inverse of the 
transfonnation processing during encryption; this will be explained in detail below. Thus the 128-bit resultant of the 
Round Key Addition processing by the second Round Key Addition circuit 208 and of the Mix Column transtormalJon 
processing by the Mix Column transformation circuit 21 0 is stored in the intermediate register/Shift Row transformation 
circuit 206. In this manner, one round o! processing is executed In the 9 cycles of cycle 004 through 012. 
[0048] Next, in rounds 2 through (Nr-1 ). the same processing as in round 1 is executed (however. Nr Is the number 
of rounds Including the final round, and as shown In Table 1 , dffferent numbers of rounds are stipulated dependina on 
key length). r » 

[0049] In round Nr {the final found), Shift Row transformation processing, Byte Sob transfonnatlbn processing and 
Round Key Addition processing are executed. 

[0050] For this reason in cycle {Nr*9-5), 128-blt Shift Row transformation processing Is executed. A! this time, the 
selector position of the second selector 203 may be any position, but in consideration of the processing of the next 
cyclo, a position of "b" Is preferable. 

[0051] Next, In cycles (Nr9-4) through (Nr9-1), with the selector position of the second selector 203 at "b", data 
stored in the intennedlate register/Shift Row transfomnatlon circuit 206, while being shifted In 32-bit units, is read out 
and Inputted Into the Byte Sub transfomnation circuit 207. At this time, by making the data to be selected by the 205 
"0", the first Round Key Addition ciix:uit 204 Is put into a masked state. Result of the operation by the Byte Sub trans- 
formation circuit 207.is stored in order In the intermediate register/Shift Row transformation circuit 206 in 32-bit units. 
Thus Byte Sub transformation processing is conducted on 1 28 bits, and theresult is stored in the Intermediate register/ 
Shift Row transfgrmation circuit 206. 
[0052] In cycles CNr*9) through (lvir9+3). Round Key Addition processing is executed. Here, by making the selector 
position of the second SQlector 203 "d", data stored in the Intemiedlate register/Shift Row transfomiatlon ciroult 206, 
while being shifted In 32-bit units, Is read out aiid inputted Into the first Round Key Addition clrcuil 204 via the second 
55 selector 203. At this time, by making the data to be sheeted by the add data selector 205 an expanded key segment 
inputted from the key schedule unit, 32-bit Round Key Addition processing by the first Round Key Addition circuit 204 
can be executed. The result of the Round Key Addition processing in the first Round Key Addition clrcurt 204 is, while 
being shifted in 32-bit units, stored in the fntennediate register/Shift Row transformation circuit 206. Thus In cycles 
(Nr*g) through (Nr*9+3), the 1 28-bit result of Round Key Addition processing is stored in the intemiediate reglsteryShift 
30 Row transformation circuit 206. In this manner, the final round processing. is executed in the 9 cycles from cycles 
(Nr*9-6) through (Nr*9+3). Intermediate Value Register/Shift Row Transfomnation Circuit 
[0053] FIG. 5 shows one embodnnent of the Intermediate value register/Shift Row transfomiation circuit 
[0054] • In this constitution, 4 shift registers that process in 8-bit unite are provided. The first shift register has 4 flip- 
flopS: flip-flops 302, 304, 306 and 308, connected In series, and to each of the flip-flops 302, 304, 306, and 308 selectors 
301 , 303, 306, and 307. which select Inputs, are respectively connected. Input data INO and the output of the flip-flop 
• 302 are Inputted into the first selector 301 , and either one of these is inputted into the filp-ftop 302. Similarty, into the 
second through fourth selectors 303, 305 and 307, the outputs of the previous-stage flip-flops 302. 304, and 306, as 
well as the outputs of the flip-flops 304, 306. and 308 are inputted, and one of these is inputted into the flip-flops 304, 
306 and 308, respectively. 

^ [0055] The second shift register has 4 flip-flops, flip-flops 312, 31 4, 31 6 and 318 connected In series; and to each 
of the fnp-flops 31 2, 31 4, 31 6 and 31 6 , selectors 31 1 . 3 1 3, 31 5. and 31 7, which select Input, are respectively connected. 
Input data INI and the outputs of the flip-flop 312 and the fOp-ftop 31 8 are inputted into the f Ir^ selector 311 , and one 
of these is Inputted Into the fllp-nop 312. SImllariy, Into the second through fourth selectors 313, 315 and 317, the 
outputs of the previous-stage flip-flops 312, 314, and 31 6, as well as the outputs of the flip-flops 314, 316, and 318 
are inputted, and one of these Is Inpuned into the flip-flops 31 4, 316 and 318, respectively. 

[O0S6] The third shift register has 4 flip-flops, flip-flops 322, 324, 326 and 328 connected in series; and to each of 
the flip-flops 322 , 324. 326 and 328, selectors 321 , 323, 325, and 327, which select input, are respectively connected. 
Input data IN2 and the outputs of the tH^-f lop 322 and the flip-flop 326 are Inputted Into the flist selector 321 , and one 
of these Is Inputted into the flip-flop 322. Similarly, into the second selector 323, the output of the respective previous- 
stage flip-flop 322. the" output of the flip-flop 324, and the output of the flip-flop 328 are inputted, and one of these is 
Iriputted Into the flip-flop324. Into the third selector 325, the output of the previous stage flip-flop 324, the output of the 
flip-flop 326, and the output of the flip-flop 322 are inputted, and one of these is inputted into the flip-flop 326. Into the 
fourth selector 327, the output of the previous stage flip-flop 326, the output of the flip-flop 328 and the output of the 
flip-flop 324 are Inputted, and one of these is inputted into the flip-flop 328. 
55 [0057] The fourth shift register has 4 flip-flops. fUp-flops 332, 334. 336 and 338 connected in series; and to each of 
the flip-flops 332, 334. 336 and 338. selectors 331 . 333. 335, and 337. which select input, are respectively connected. 
Input data IN3 and the outputs of the flip-flop 332 and the flip-flop 334 are iiputted Into the first selector 331 . and one 
of these is inputted Into the flip-ftop 332. Similarty, into me second selector 333, the output of the prevlous^stage flip- 
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flop 332, the output of the flip-flop 334, and the output of the flip-flop 338 are Inputted, and one of these is inputted Into 
the f Iip-ftop334. Into the third selector 335. the output of the previous stage flip-flop 334, the output of the flip-flop 336, 
and the output of the Hhp-Uop 338 are Inputted, and one of these is inputted Into the flip-flop 336. Into the fourth selector 
337, the output of the previous stage flip-flop 336. the output of the flip-flop 338, and the output of the flip-flop 332 are 
Inputted, and one of these is inputted Into the flip-flop 33B. 

[0058] When an Intermediate value register/Shift Row transformation circuit thus constituted is operated as an In- 
tennediate value register for the various processing stages, by Inputting data Into Input data INO through IN3 in 8-bit 
unitS: data processed In each cycle In 32-bit units can be stored. Furthermore, by making the selector positions of the 
selectors 301 through 337 "b", and, while shifting the data In fllp-flops to the next stage, Inputting data In 8-bit units 
into Input data INO through IN3 respectively, 128 bits of data can be Inputted In 4 cycles. When .the Input of 1 28 bits of 
data has been completed, flie 4 8-blt data Inputted In the tlrst cycle are latched In the flip-flops 308, 318, 328, and 338, 
respectively. 

[0059] An explanation will now be given of the operations of the Shift Row transformation. 

[0060] in the Rljndael algorithm, input data is segmsnted into 8-bit data segments aOO through a33 and these are 
processed as a matrix; th e di rection of the shiftf or decryption fe the reverse of the cBrection for encryption. In the present 
invention, the order In which data Is processed is the order of the column array; by processing in reverse order for 
encryption and for decryption, Shift Row transformation can be achieved using the same processing. 


so 


[Table 4] 


Data Array and Prooessing Order 


S5 


Row 


Column^ 


Encryptiort 



bOI 

aQ2 

a03 


a11 

al2 

a13 


a21 

a22 



a31 

a32 

a33 


Column 


Row 



aOO 

aOI 

a02 



alO 

alt 

a12 



aZO 

a21 

a22 

mm 


a30 

a31 

a32 



Decryption 


35 


40 


[0061] As shown on Table 4 left, when.the data in rows is anranged in order starting from the column to the far left, 
for encryption, processing is executed starting from the columo to thefar left. For decryption, as seen In Table 4 right, 
processing Is executed starting froni the column to the far right. 

[0062] In Shift Row transformafion processing for encryption, the.rows of a data array an^nged as on Table 4 left 
are cyclically shifted different byte-lengths, Specifically, as shown in Tables, thetirst row is not shifted, row 2 is cyclically 
shifted one byte to the left, row 3 is cyclically shifted 2 bytes to the left, and row 4 fe.cyclically shifted 3 bytes to the . 
left. This.causes the pre-processing state, shown In Table 5 left, to become the post-processing state shown In Table 
6 right. 


45 


so 


55 


[Table 5] 
[ Encryption ] 

Pre-processing 


Post-processing 


aOO 

aOI 

a02 

a03 


aOO 

aOt 

802 

a03 

a10 

all 

a12 

a13 

Cyclic Shift 1 Byte Left . 

all 

a12 

a13 

alO 

a20 

a21 

a22 

a23 

Cyclic S^Hlt 2 Bytes Left 

a22 

a23 

a20 

a21 

b30 

a31 

a32 

a33 

Cyclic ShHt 3 Bytes Left 

a33 

a30 

a31 

a32 
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[0063] For decryption, so as to achieve the inverse of the processing during encryption, the rows of a data array 
annanged as on Table 4 left are cyclically shifted different byte-lengths. Spedf Ically, as shown in Table 5, the first row 
is not shifted, row 2 Is cyclically shifted 3 bytes to the left, row 3 is cyclically shifted 2 bytes to the left, and row 4 is 
cycllcalV shifted 1 byte to the left. This causes the pre-processing state, shown in Table 6 left, to become the post- 
processing state shown in Table 6 right. 


10 


IS 


so 


[Table 6} 

[ Decryption ] 

Pre-processing 


aCK) 

a01 

a02 

a03 


aOO 

aOI 

a02 

303 

alO 

all 

a12 

a13 

Cyclic ShHt 3 Bytes Left 

a13 

a10 

all 

a12 

a20 

a21 

a22 

a23 

Cyclic Shift 2 Bytes Left 

a22 

a23 

a20 

a21 

a30 

a31 

a32 

a33 

Cyclic Shift 1 Byte Left 

a31 

a32 

a33 

a30 


25 


[0064] In the present embodinnent, Ihe Intermediate value register/Shift Row transformation circuit shown In FIG. 5 
la used. Thus, at the stage when the input of 128 bits of data has been completed* the data that was inputted in the 
initial cycle is latched in the final stage flip-flops 308, 318, 328, and 338, and data Is latched In order in the previous 
etage flip-flops. When data is to be outputted, as It is being shifted 1 byte to the right at one cycle, data is outputted 
from the final stage flip-flops at the far right. Therefore when data is rearranged in consideration of the fact that the 
data processing order starts from the far right, the state before Shift Row processing for encryption takes the form 
shown In Table 7 left. 


30 


35 


40 


[Table 7] 

[ Encryption ] 


a03 

&02 

a01 

aOO 

Cyclic Shift 1 Byte Right 

Cyclic Shift 2 Bytes Right 
Cyclic Shift 3 Bytes Right 

a03 

a02 

aOI 

aOO 

al3 

a12 

all 

atO 

a10 

a13 

a12 

a11 

a23 

a22 

a21 

320 

a21 

a20 

a23 

a22 

a33 

a32 

a31 

a30 

a32 

a31 

a30 

a33 


45 


50 


S5 


[0065] To perform the same cyclic shift as In Table 5, as shown in Table 7 right, the tinst row is not shifted, the second 
row Is cyclically shifted 1 byte to the right, the third row is cydlcally shifted 2 bytes to the r^ht, and the fourth row is 
cyclically shifted 3 bytes to the right 

[0068] In order to perfonn this Idnd of Shift Row transformation processing for encryption, the intennediata value 
register/Shift Row transfomiallon circuit jshown in FIG. 5 is used to switch and control the selectors, and to replace 
data at once, in 12B-bit units. 

[00S7] For thie first row, because a shift is unnecessary, the selector positions of the selectors 301 , 303, 305 arid 307 
are set at "a". For the second row, because of the cyclic shift 1 byte to the right, the selector position of theselector 
311 Is set at "c", and the other selectors 313, 316, and 317 are set at selector position "b". For the third row, because 
of the cyclic shift 2 bytes to the right, the selector position of the selectors 321 , 323, 325 and 327 is set at "c". For the 
fourth row, because of the cyclic shift 3 bytes to the right, the selector position of the selectors 331 , 333, 335 and 337 
Is set at "c". 

[0068] By designating the output date being latched by the flip-flops In the Intemnediate value register/Shift Row 
transfomiatlon circuit prior to execution of the above-described Shift Row transformation processing as bOO through 
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b33 respectively, as shown in FIG. S ths output data becomes latched to the output of the flip-flops In an anay as shpwn 
In Table 8 fight. 


[Table 8] 


Shift Row Transformation Operation Model 


10 


ts 


Prior to Shift Row 


b03 

b02 

bOI 

bOO 

b13 

b12 

b11 

b\0 

b23 

b22 

b21 

b20 

b33 

b32 

b31 

b30 


Subsequent to Shift Row 


b03 

b02 

bOI 

bOO 

bio 

b13 

b12 

bit 

b21 

b20 

b23 

b22 

b32 

b31 

b30 

b33 


so 


[0069] For deciyptlon, because processing Is executed from the right column as in Table 4, the data is arrayed as 
shown In T^ble 9 left. 


25 


30 


40 


43 


ao 


[Table 9] 

[ Decryption ] 


Pre-processing 



aOI 

aQ2 

aOd 


aOO 

aOI 

a02 

a03 

alO 

a11 

a12 

a13 

Cyclic Shift 1 Byte Right 

a13 

alO 

a11 

a12 

a20 

a2l 

a?? 

a23 

Cyclic Shift 2 Bytes Right 

a22 

a23 

a20 

a21 

a30 

a31 

a32 

a33 

Cyclic Shift 3 Bytes Right 

a31 

a32 

833 

330 


[0070] To perform the same cyclfc shift as in Table 6, as shown in Table 9 right, the first row Is not shifted, the second 
row is cydlcally shifted 1 byte to the right, the third row Is cyclicaliy shifted 2 bytes to the right, and the fourth row is 
cyclically shifted 3 bytes to the right. 

[0071] Therefore, as during the above-described Shift Row transformation for encrw>tlon, by setting t^e seloclor 
values of the selectors in the intenrodlate value register/Shift Row tonsformatlon circuit and perfonning exactly the 
same processing as the cyclic shift for. encryption as shown In Table 8, Shift Row transformation processing for de- 
cryption can be executed. 

[0072] In this way, the same Intermediate value regfeter/Shift Row transfomr^tion circuft can be used for Shift Row 
transformation processing for both encryption and-decryption. Mix Column Transformation Circuit 
[0073] The Mix Column transformation circuit adopted In this. embodiment is shown In FtG. 6. 
[0074] This Mix Column transformation circuit Includes 4 operation unrts, a first operation unit 351, a second operation 
unit 352, a third operation unit 353 and a fourth operation unit 354, The first operation unit 351 comprises ef irst mul- 
tiplication unit 361 , a second multiplication unit 362, a third multiplication unit 363, and a fourth multiplication unit 364, 
each of whksh executes operations In B-bIt units, and an XOR circuit 365 that XORs the outputs of the multiplication 
units 361 through 364. The second operation unit 352, third operation unit 363, and the fourth operation unit 354, which 
are not shown In the figure, also have a first through fourth multiplication unit and an XOR circuit. 
[0075] When a column j comprlsirig (aOj, a1 j, a2J, aSj) is transfomied into a column comprising (bOJ. b1j, b2j* b30, 
the data ft>Oj, bij, ,b2j, b3J) of column J after transformation can be expressed as follows. 


55 


PAGE 16/135 * RCVD AT 6M/2006 6:07:40 PM [Eastern Daylight Time] * 8VR:U8PTO-EFXRF-6/24 * DNI8:2738300 * 0810:661-460-1986 * DURATION (mn>-ss}:83-62 


6/4/2006 4:08 PM FROM: 661-460-1986 Huffman Patent Group, LLC TO: 1-511-273-8300 PAGE: 017 OF 135 


EP 1 271 839 A2 

Encryption 
[0076] 

5 

bO] = 02*a0j + 03'a1J + ora2j + 01 *a3J 
bij = 01 *aOJ + 02*a1j + 03*a2j + 01 •aSj 
b2j = 01 •aOj + 01 'al J + 02*a2J + 03*a3J 


15 b3J = 03*aOj + ora1J + 01*a2j + 02*a3j . 

Decryption 
10077] 

so 

. . . bOj = OE*aOJ + 0B*a1j + 0D*a2j + 09*a3J 


. b1j = 09*aOj + OE-a1J + OB'a2J + OD*a3j 


b2j = OD'aOj + 09*a1 j + OE*a^ + 08*a3j 

b3j = OB^aOj + 0D*a1j +. 09*a2j + 0E*a3j 
10078] . The coefficients by which each ccrfumn te multiplied are described as hexadecimal. 

PI0791 To execute this Mix Column transformation processing, the 32-blt data columns are Inputted into the first 
S3 through fourth operation units 351 through 354, respectively, and multiplication by the first through fourth operation 
units 361 through 364 and the operation by the XOR circuit are performed. . 

[0080] The mumpllcatlon units 3B1 through 364 of the operation units 361 through 361 are provided with a coefficient 
for encryption and a coefficient for decryption, so that they can be used for both encryption and decryption^ and they 
are constituted so that seiectlon of a ooefftelent can be made during operations. 
40 [0081] The first multiplication unit 361 of the operation unit 351 can multiply Inputted data by either 0x02 or OxOE. 
The second multipUcalion unit 362 can multiply inputted data by either 0x03 or OxOB. The Gilrd multiplication unit 363 
can multiply inputted daia by either 0x01 or OxOD. The fourth multiplication unit 364 can multiply inputted data by either 
0X01 or0x09. 

[0082} The first multiplication unit of the second operation unit 362 can multiply Inputted data by either 0x01 orOx09. 
45 The second muitiplicatlpn unit can multiply Inputted data by either 0x02 or OxOE. The third multiplication unit can multiply 

inputted data by either 0x03 or OxOB. The fourth multiplication unit can muftiply inputted data by either 0x01 or OxOD. 

[0083] The first rnultiplicatlon unit of the thirjd operation unit 353 can multiply Inputted data by either' 6x01 or OxOD. 

The second multiplication unft can multiply inputted data by either 0x01 or 0x09. The third multiplication unit can multiply 

Inputted data by either 0x02 or OxOE. The fourth multlplicalion unit can muftlply Inputted data by either 0x03 or OxOB. 
50 [0084] The first multiplication unit of the fourth operation unit 354 can multiply inputted data by either 0x03 or OxOB . 

The second multiplication unit can multiply inputted databy eithorOxOI or OxOD. The third multiplication unit can multiply 

inputted data by either 0x01 or 0x09. The fourth multiplication unit can multiply inputted data by either 0x02 or OxOE. 

[0085] By changing the coefficients used for encryption and for decryption In the first through fourth multiplication 

units of the first through fourth operation units 351 through 354, the same circuit constitution can be shared for both 
S3 encryption and decryption. Multiplication Units of the Mix Column Transfomiatlon Circuit 

[0086] An example of the multiplicatton units Included in the Mix Column transformation circuit is shown In FIG. 7. 

10087] The multiplication units muttlfrfy Inputted a-bit data (a7, a6, a5. a4. a3, a2. a1 , aO) with a coefficient (b3, b2. 

b1, bO). For this, partial product operation units 375 through 378 are provided, which multiply the 8-bit data (a7. aB, 
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a5. a4. a3, a2. a1, aO) with each bit of a coefficient (b3, b2, b1. bO). Also provided are: an addition unit 371 that shifts 
the result of the partial product unit 376 1 bit and adds this to the result of the partial product unit 375. which nfiuttpHes 
using the highest bit of a coefficient; an addition unit 372 that shifts the resultant of the partial product unit 377 1 bit 
moreover and adds this; and an addition unit 373 that shifts the resultant of the partial product unit 378 1 bit moreover 
5 and adds this. There is also provided a division unit 374 into which the resultant of the addition unit 373 and overflow 
carried over from the addition units 371 to 373 are inputted and divided by a divisor. 

[OOWl With this constitution, by selectively setting as the coefficient (b3, b2, b1 . bO) a coefficient for encryption and 
a coefficient for decryption, the mixed column transformation processing can be us^ t>oth for era^ryptlon and for de- 
ciyption. 

10 [0089] As described above, there are 2 coefficients, set as (b3. b2, b1 , bO), established for each multiplication unit. 
There are 4 combinations of coefficients in the multiplication units, namely, (0x02, OxOE), (0x03, OxOB), (0x01 . OxOD), 
(0x01, 0x09). When these are expressed as 4 low order bits, they become (0010. 1110), (0011, 1011), (0001, 1101), 
and (0001 , 1 001 ). The operations for common bits in these coefficients do not perform control of the partial products; 
rather, the operations for different bits control the addition processing; this allows the circuit to be reduced in scale. 

fs [0090] For example, when the coefficients are the combination {0x01 , OxOD), they become (0001 ,1101) when ex- 
pressed in binary; by controlling whether or not the result of the addition of the partial product of the 2 upper t>its Is 
added to the partial product of the lower 2 bits, the selection and multiplication of 2 coeffldenls beconnes possible. FIG. 
B shows the circuit constitution for the coefficient combination (0x01 , OxOD). 

[0091] In FIG. 8, a first addition unit 381 that shifts Inputted 8-bIt data (a7. a6, a5, a4, a3, a2, a1,aO) 1 bit and executes 
^0 addition processing thereupon. The ou^ut of the first addition unit 381 is inputted into a second addition unit 383 via 
a control logic circuit 382, This second addition unit 383 adds the result of the partial product operation by the uppermost 
bit of the coefficient, and it is constituted to shift inputted 8-bit data 3 bits and execute addition processing thereupon. 
[0092] A division unit 384 is provided Into which the resultant of the operation of the addition unit 383 and the overflow 
carried over from the first addition unit 381 and the second addition unit 383 are Inputted and divided by a divisor. 
25 [0093] The control logic circuit 382, when a coefficient is 0x01 . does not output the output of the addition unit 381 , 
. which Is an upper 2-bll resultant Ihe control lo^ circuit 382 may be constituted so lhat, when a coefficient Is OxOD» 
the output of the ffrst addition unit 381 , which is an upper 2 bit result, is outputted to the addition unit 383 
[0094] Because the multiplication perfomied here is multipficatlon over GF (28) where the in-educlble polynomial Is 
M(x) = x8 + x4:+ x^ + X +1 , and the addition Is over GF(2), they can be achieved with an XOR operation. 
30 [0095] In this manner, by controlling the addition of partial products in different bits of 2 coefficients, ttie circuit scale 
can be made smaller, enabling reduction of the scale of circuit. Key Schedule Unit 
[0096] FIG. 9 shows the circuit constitution of the key. schedule unit. 

[0097] The key schedule unit comprises, primarily, an expanded key generation logic unit 101 . an expanded key. 
register 120 and a key Input register 131 . - 
$5 [0098] The key input register 131 Is a 2S6-blt register comprising 8 32-blt registers kO through k7, and a cipher key - 
is stored in 32-bit units starting from register kO and proceeding in order therefrom. When the cipher key is 256 bits, 
daita is stored in all the registers kO through k7; when the cipher key is 192 bits, data is stored in registers kO through 
k5, and when the cipher key is 1 28 bits, data js storefd in registers kO through k3. 

[0099] A selector 132 that selectiveiy outputs one value from the registers kO through k7 is connected to the key 
Input register 131. This selector 132 selects 32 bits of data from the 256-bit data of the key-Input register 131 and 
Inputs this at the lowest position of the expanded key register 120, 
[0100] the expanded Icey register 120 a shift register to which are connected In series 8 flip-flops 121 through 
128, wrtilch are capable of processing In 32-bit units. Inputted into the flip-flop 128, which Is at the lowest position, Is 
the output of the selector 113, which selects the output of the selector 1 32 and the output of the expanded key generation 
logic unit 101. The output W7Key of the flip-flop 1 28 Is Inputted Into the flip-flop 1 27. The output WSKey of the flip-flop 
127 Is fnpuned Into the selector 112, which Is at the stage previous to the flip-flop 126. Inputted into the selector 112 
Is the output W6KEY of th e flip-flop 1 27 and the output of the expanded key generation logic unit 1 0t, and one of these 
Is Inputted into the flip-flop 128. 

[0101] the output W5KEY of the flip-flop 126 is inputted Into the flip-flop 125. The output W4Key of the flip-flop 125 
^ is inputted Into the selector 111, which is at the stage previous to the flip-flop 124. Inputted Into the selector 111 Is the 
output W4KEY of the flip-flop 125 and the output of the expanded key generation logic unit 101 , and one of these Is 
inputted into the flip-flop 1 24. " 

[01 02] The output W3KEY of the flip-flop 1 24 is Inputted Into the flip-flop 123. The output W2KEY of the flip-flop 1 23 
is Inputted into the flip-flop 122. The output W1 KEY of the flip-flop 122 Is Inputted into the flip-flop 1 21 . 
55 [0103] The expanded k^ generation logic unit 101 includes a ROM 102 In which an expanded key generation con- 
stant Rcon is stored, an AND circuit 1 03 that ANDs a value read out from the ROM 102 and a signal RCOIM_EN. and 
an XOR circuit 1 04 which XORs the WOKEY of the flip-flop 121 positioned at the top of the expanded key register 120 
and the output of the AND circuit 1 03. which have been inputted therein. 
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[0104] The expanded key generation logic unit 101 also includes a selector 105, into which the flip-flop 122 output 
W1 KEY. the flip-flop 1 24 output W3KEY. the fllp-Tlop 126 output W5KEY. and the flip-flop 1 28 output W7KEY are In- 
putted, and which selectively outputs one of these. The output of the selector 105 is inputted into the Rot Byte circuit 
1 06. which rotates data, the selector 107. and selector 109. The output of the Rot Byte circuit 106 and the output of 
the selector 106 are Inputted Into the selector 1 07, which supplies one of these to the Sub Byte circuit 1 08. The Sub 
Byte circuit 1 0B executes Byte Sub transfonnaation processing in 32-bit portions, and supplies the output thereof to the 
selector 109. Into the selector 109 are Inputted the output of the Sub Byte circuit 1 08 and the output of the selector 
1 05, one of which It outputs. The expanded key generation logic unit 1 01 also includes an XOR circuft 110. The output 
of the XOR circuit 1 04 and the output of the selector 1 09 are Inputted into the XOR circuit 110, which then XORs these 
outputs. 

[0105] A key schedule unit thus constituted includes such functions as: 1) generation of the expanded key used in 
the Round Key Addition processing of the round function unit; 2) rewrite of the key Input register during encryption, 
and setup of the expanded key Initial value following completion of encryption and decryption; and 3} setup of expanded 
key initial value following rewrite of the key input register during decryption. 

[0106J The round keys used In Round Key Addition processing of the round function unit must total 15, from the 
Initial round key and round key 01 through round key 14, when the key length Is 256 bits. Each round key Is made up 
of 1 28 bits, In correspondence with the processing blocklength; In order to assign the round keys to the 32-blt expanded 
key segments generated by the key schedule unit, atotal of 60 expanded key segments WOO through W59 are required. 
These expancfed key segments WOO through W59 are used in the order W00-^W59 for encryption, and In the order 
W59->W00 for decryption. In this embodiment, as shown in Table 10, expanded key segments are generated in the 
order W00-»WS9 for encryption, ai^d in the order W5&-»vy00 during decryption. 
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[ Table 1 0 J Expansion Key Schedule ahis Exampla for 256-«it Key LanetW 
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[0107] The expanded key segment W08 for encryption, in accordance wrth the formula W08=W00'^Sub Byte(Rot 
Byte{W07))ARcon[1 ], is obtained by XORIng WOO, Sub Byte(Rot Byte(WG7) and theconstant Rcon[1 ]. Because A'^A=A, 
the expanded key segment WOO can be expressed as W00=woa^ub Byte(Rot Byte(W07))^RconI1], meaning that 
WOO can be generated from W08 and Vy07. Thus, for decryption, first W00->W59 are generated, and then In the order 
that is the inverse of encryption, i.e., W59->W00. expanded l«ey segments are generated. In this manner, there is no 
need to stone all the expanded keys for decryption in memory, making possible deayption processing wherein only 
the expanded key segments needed for each round are generated. 

[0108] An explanation wilt first be given ot the generation of expanded key segments for the Round Key Addition 
function of the round function unit. 

[0109] Afi shown In Table 1 0, in the Round Key Addition function in each rounds 4 expanded key segments having 
32 bits are used; because expanded key operations are performed in the background of the Mix Column transformation 
+ Round Key Addition function of the round function. 4 expanded key segments may be created in 4 cycles. For this 
reason, in a circuit constitution as shown in FIG. 9, 1 expanded key segm^t Is generated in 1 cycle. The expanded 
key segment register 120 comprises a shift register, and the expanded key segments currently being used In a round 
function use the output WOKEY of the flip>f 121. 
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[01101 The selector 105 (SEL_B) of the expanded key generation logic unit 101 , as shown In Table 11 . is controlled 
60 as to switch depending upon 2 difforent types of conditions^ namely, key length and encryption/decryption. The 
selectors 111, 112, and 113 (SEL_E through SEL_G), into which the output of the expanded key generation logic unit 
101 is Inputted, are set based on key length, as shown In Table 12. However, when a cipher key is inputted as an initial 
value, "b" is sele<^ed as the selector position for the selectors 111 through 113. The selectors 107 and 109 (SEL_C, 
SEU-D), as shown in Table 13, are controlled so as to switch depending upon the expanded key generation .logk:. The 
ROM 1 02 stores the constant RconO], which is inputted to theXORcli^uit 104. and the constant Rconp] corresponding 
to the address "i" is stored as shown in Table 14. 
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(Table 12] 
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{Table 13] 
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RconROMTabie 

Rcon_Addr 
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0000_0OO1 . 

02 

0x02 

0000_0010 

03 

0x04 
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[Table 141 (conJinuod) 
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Rcon ROM Table 

Rcon_Addr 

Hex 

Bin 

09 

0x1 B 

0001_1011 

10 

0x36 

0011^0110 


[0111] An explanation will be given of drcuit operations when the key length is 256 bits, as shown In Table 1 0. Prior 
to operation of the round function, through the loading of the values of the registers kO through k7 of the key Input 
register 131 . the initial values from No. 00 through No. 07 are set In the firp-flops 121 through 128 of the expanded key 
register 120. 

[0112J The expanded key segment WOB lor encryption is computed, as shown in Table 10, wtth the operation 
WO8=W00ASub Byte(Rot Byte(W07))^Rcon[1 ]. At the beginning of this operatkan WOB-WOO^Sub Byte(Ftot Byle(W07)) 
AFteon[1]. WOO is set at the output WOKEY of the flip-flop 121 and Inputted into the XOR circuit 104. W07 Is set at the 
output W7Key of the flip-flop 128. and this W07 is inputted Into the selector 1 05 (SEL_B). 

[01131 The Rcon address of the ROM 1 02 is made "1" and the signal RCON_EN to be Inputted Into the AND circuit 
i 03 is enabled; the Rcon[t)AWOO operation Is perfonned by the XOR circuit 1 04, and the result thereof Is Inputted Into 
the XQR circuit 1 1 0. Meanwhile, W07, having passed through the selector 1 05 (SEL_B), Is processed by the Rot Byte 
circuit 1 06 and the Sub Byte circuit 1 08; the result of the Sub Byte(Rot Byte(W07)) operation is Inputted Into the XOR 
circuit 1 1 0. Thus the XOR circuit 1 1 0 performs the W08=W0D^Sub Byte(Rot Byte(W07))ARcon[1 ] operation. 
[01 141 An explanation will next be given of the expanded key segment WOfeWOI'^WOB operation processing. At the 
beginning of the W09=W01'W08 operation. Wol is set at the output WOKEV of the flip-flop 1 21 and then Inputted Into 
the XOR circuit 1 04. W08 is set at the output W7KEY of the flip^lop 128, and Inputted Into the selector 1 05 (SEL_B). 

^ The signal RCON_EN to be Inputted Into the AND arcult 1 03 Is disabled, and W01 to be inputted from the fllp-tlop 1 21 
Is set so as to inputted Into the XOR circuit tlO. At this tktie. the selector 109 (SEL_D) is set at selector position "b", 
and W08, having passed through the selector 1 05 (SEL_:B), is inputted into the XOR circuit 110. 
[0115] Thus the XOR circuit 110 performs the WO9t=WO1^W0e operation. The operations for W10,. Wll and W13 
through WIS are performed along the same path. 

^ [01 1 6J The expanded key segment W1 2 operation processing will now be explained. The expanded key operation 
W1 2=W04ASub Byte(W1 1 ) Is perfonned; at the beginning of this operation , W04 is set at the output WOKEY of the flip- 
flop 1211. and inpuHed into the XOR circuit 104. W11 is^et at the output W7KEY of the flip-flop 1 28. and Inputted into 
the selector 106 (SEL_.B). The signal RCON_EN to be Inputted into the AND circuit 103 is disabled, and W04 Is set 
so as to be inputted into the XOR circuit 1 04. Meanwhile, the selector position of the selector 107 (SEL_C) Is set at 

^ . '"b". and W11 , havingpassed through the selector 105 (SEL_B), is inputted into the Sub Bytepircult 108 via the selector 
107 (SEU_C). Thus the Sub Byte circuit 108 perfomris Sub Byte processing, and the result of the Sub Byte{W11) 
operation Is inputted Into the XOR circuit 110. Thus the XOR circuit 110 perfonns the W12=W04^Sub Byte(WII) op- 
eration. 

[0117] In the above manner, operations for all the expanded key segments are perfonned. 
[01 1 8} Next, an explanation will be made of the rewrite of the key input register 1 31 for encryption and the setup of 
the expanded key inltfeii following completion of encryption and deciyption. This setup operation is an operation in 
preparation for the subsequent encryption or decryption, In which an expanded key Initial value is transmitted to the 
• expandedkey register 120. 

^ [01 19] An expanded key Initial value set at the key input register 131 undergoes 32-blt unit data selection by the 
selector 132 (SEL_A), and Is set at the expanded key register 120 via the selection position "b' of the selector 113 
(SEL^G). The expanded key register 1 20 Is constituted as the shift register described above. shifUng.data atong the 
direction of flip-flop 128 (FF7) => flip-flop 127 (FF6)=> fOp-flop 126 (FF5) => flp-flop 125 (FF4) ^ flip-flop 124 (FF3) 
=> flip-flop 123 (FF2) ==> flip-flop 122 (FF1) ^ flip-flop 121 (FFO), transmitting all the expanded key Initial values in 8 
cycles. The key Input data to be selected by the selector 132 (SEL^A) is In the orcler of the mglstere kO. k1 , k2, k3, k4, 

^ kS, k6, k7 of the key input register 131 . 

[01 20] An explanation will be given of expanded key Initial value setup following the rewrite of the key Input register 
131 for decryption. As shown In Table 10, in decryption, the expanded key Initial value must be made the final expanded 
key segment set during encryption, namely W59 through W52. Through the rewrite of the key input register 1 31 , the 
data that Is set at the key input register 131 Is, In the manner described above, first transmitted to the expanded key 

^ register 120, and In accordance with the expanded key generation logic for encryption, the circuit of FIG. 9 Is caused 
to operate up through the final expanded key segment s^, namely W52 through W59. 

[01 21 ] As this final expanded key segment set Is being generated, during generation of W52. W52 is transmitted to 
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the register k7 of the key input register 131 ; during generation of WS3. W53 is transmitted to the register k6; during 
generatfon of W54. W54 Is transmitted to the register kS; during generation of W55. W55 is transmitted to the register 
k4; during generation of W56, W56 is transmitted to the register k3: during generation of W67, W57 is transmitted to 
the register k2; during generatton of W5B, W58 is transmitted to the register k1 ; during generation of W59. W59 is 
s transmitted to the register kO; thus the final expanded key segment is set in the reverse order in the key input register 
131 . Moreover, by transmitting the final expanded key segment set of the key input register 131 to the expanded key 
register 1 20 in the manner described above, the setup of the expanded key inilfeii value following the rewrite of the key 
input register during decryption is cx>mpleted. 

[01221 Thereafter, the selector 1 05 (SEI^B), selector 1 07 {SEL_C). selector 109 (SEL^D), and selectors 111 through 
10 113 (SEL_E through SEL_,G) are set at selector positions as shown In Tables 11 through 13, and the expanded key 
segments needed for decryption are generated In order. Shared Use of the Byte Sub Transfomnation Qrcuit 
[0123] Because the above-described Sub Byte processing of the key schedule unit and Byte Sub transformatton 
processing of the round function unit both execute Byte Sub transformation processing In 32-b'rt units, a single circuit 
can be used for both these processings. 
IS [0124] For example, let us consider using the Byte Sub cfncuit 108 provided In the key schedule unit shown in FIG. 
9 as the Byte Sub transfomiatlon circuit of the round function unit, 

[0125] The input BSIN Into the Byte Sub circuit 207 from the intemiedlate register/Shift Row transfonnation circuit 
206 In the round function unit shown In RG. 4 connects with selector position "c" of the selector 107 of the expanded 
key generation logic unit 1 01 shown in FIG. 9. The output from the Sub Byte circuit 1 08 of the expanded key generation 
20 logic unit 1 01 connects to the selector 203 as the output BSOUT of the Byte Sub transfonnation circuit 207 of FIG. 4. 
[0126] When using the Sub Byte circuit 108 to perfonm Byte Sub transfonmatJon processing, as shown In Table 13, 
with the selector position of the selector 107.<SEL_C) at "c", *e selector pbsillon of the selector 109 (SEL.D) is set 
at "b". In this manner, the Sub Byte circuit 1 08 of the expanded key generation logic unit 101 can be used to exepute 
the Byte Sub transformation processing of the round functton unit. Byte Sub Transfonnation Circuit Byte Sub transfor- 
ms mation processing is a combination of an inverse operation in 8-bit units and a matrix operation; for encryption, after 
the performance of an inverse operation, a matrix operation is perfomied; for decryption, after the performance of a 
matrix operation, an inverse operation is performed. In orelerto implement such Byte Sub transformation processing 
using a common circuit for both encryption and decryp^on, a circuit as shown in FIG. 10.1s hereby proposed. 
£01 27] A Byte Sub transformation circuit 391 as shown In FIG. 1 0 comprises a matrix operation circuit for decryption 
30 392, a selector 393, an inverse operation circuit 394. a nnatrlx operation for encryption 395. and a selector 396. 

[0128] The selector 393 is constituted so that Input data and the output of the Inverse c^eratlon circuit 392 are 
Inputted therein, of which one is inputted to the Inverse operation circuit 394. The selector 398 Is constituted so that 
the output of the inverse operation circuit 394 and the output of the nfiatrix operation for the encryption circuit 395 is 
Inputted therein, of which one is outputted. 
35 [0129] During encryption, the selector 393 Is on the Input data side, and the selector 396 is on the matrix operation 
for encryption 395 side. During decryption, the selector 393 is on the matrix operation for decryption 392 side, and the 
selector 39B is on the inverse operation circuit 394 side. In this manner, Byte Sub transfomiatlon processing for en- 
cryption and Byte Sub transfomnation processing for decryption can be accomplished using a common circuit const!- 
lution. 

40 [0130] The matrix operation tor encryption can be expressed as the following expression 1 . 
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[Expression 1] 
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[0131J . As this Is oxpanded, it can be expreeeed.as the foUowing expression 2. The below means an XOR oper- 
ation.- . 
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[0132] The matrix operation for decryption can be expressed as the following expression 3« 
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[0133] As this Is GimllEirly expanded, It can be expressed as the following expression 4. 
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[Expression 4] 

X2 + X5 + X7 + 1 

+ + Xe ■ 

Xy + X4 + X7 + 1 

' • + X5 

Xi + Xa + 

Xa + X4 . + 

+ Xa + X5 

Xi ^ + X4 + Xg 

[0134] An exarriple of a matrix operation circuit for encfyption is shown in FIG. 11 . 

[01 35] This circuit comprises an 8-bit 4r>put register 401 , an output register 403, and a logic circuit 402 comprising 
XOR and NOT gates. The execution of the XOR operation shown In expression 2 for encryption can be achieved 
through 1 6 XOR gates and 4 NOT gates by having XOR circuits in the logic circuit 402 share overiapping operations. 
[0136] An example of a matrix operation cincuh for decryption is shown in FiG. 12. 

[0137] S imilar to the matrix operation clrcu It f or enciyption, this circuit comprises an 8-bit input register 405, an output 
register 407 and a logic circuit 406 comprising XOR and NOT gates. As with the matrix operation circuit for encryption, 
ss the execution of the XOR operation shown in esqsression 2 for encryption can l:>e achieved through 1 3 XOR gates and 
2 NOT gates by having XOR circuits In the logic circuit 406 share overlapping operations. 
[0138] Another example of a matrix operation clncult for encryption is shown in FiG. 13. 

[0139] This matrix operation circuit for enciyption comprises an input register 411. an output register 414, a shift 
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register for holding constants 41 3. and a logic c!rcult41 2 comprising XOR circuits. The Input register 411 , output register 
414 and a register for holding constants 413 are all 8-blt shift registers that are synchronized with a dock to make 
cycric shifts 1 bit to the right. 

[0140] The constants In the first right column of expression 1 are constituted so that each line has 3 O's and 5 Vs 

5 and shifts 1 bit at a time. Then, as bits X0.x4,x5. x6, x7 of the Input register 411 are cyclically shifted, they are Inputted 
Into the logic circuit 412 and XORed; thus the matrix operation of the first right column of expression 1 is performed. 
[01 41 ] The constants in the second column from the right in expression 1 are set in the register for holding constants 
413, starting from the lower bits. As the values of the register for holding constants 41 3 are cyclically shifted, the values 
of the lowest-order bits are inputted into the logic circuit 412 and XOR operations are performed; thus the matrix 

10 operation of the second column from the right of expression 1 Is perfonned. 

[01 42] When data Is set at the Input register 41 1 in this manner, at the first clock cycle operations are perfomied on 
yO, and the result Is then stored In the output register 41 4. At the next clock cycle operatk>ns are perfonned on y 1 . and 
the result Is then stored in the output register 414. Operations are then performed in order so that with 8 clock cycles 
the operations on (y7. y6. y5, y4, y3 y2, y1 yO) are completed. The logte circuit 41 2 can in this case execute the operation 

IS processing of expression 2 using 5 XOR circuits. 

[01 43] An example of another matrix operation circuit for decryption, with a similar constitution, Is shown in FIG. 1 4. 
[0144] This matrix operation circuit for rfeciyptlon comprises an Input register 415, an output rBglstsr418. a register 
for holding constants 417 and a kagic circuit 416 comprising XOR circuits. The input register 415. output register418, 
and register for hokJIng constants 417 are all B-bft shift registers that are synchronized with a clock to make cydk; shifts 

so 1 bit to the right. 

[0145] The constants In the first-right column of expression 3 are constituted so that each line has 3 O's and 5 1's 
and shifts 1 bit at a time. Then, as bits x2, x5, x7 of the input register 415 are cyclically shifted, they. are inputted Into 
the logic circuit 416 and XORed; thus the matrix operation of the first right column of expressiwi 3 is perfonned. 
[0146] The constants in the second column from the right in expressions are set In the reglslerfor holding constants 
ss 41 7, starting from the lower bits. As the values of the register for holding constants 41 7 are cyclically shifted, tho value 
of the lowest-order bits is Inputted into the loglccireult 41 6 and XO R operations are perfonned; thusthe matrix operation 
of the second column from the right of expression 3 is performed. 

[0147] When data is set at the input register 415 in this manner, at the first clock cycle, operations are performed on 
yO. and the result Is then stored in the output register 41 8. Operations are then perfonnad in order so that with 8 clock 
30 cycles the operations on (y7, y6. y5. y4. y3 y2. y1 yO) are completed. The logic circuit 41 8 can in this case execute the 
operation processing of expression 4 using 3 XOR circuits. ' 

[01 48] The use of the present invention enables the implementation of the AES block cipher algorithm In a compact 
circuit through the division of data to be processed by specified circuits into predetennlned execution block lengths. 
Also, through the sharing of cfticuils for processing for enciyptlon as circuits for processing for decryption, as well as 

35 .. the sharing of some circuits by key schedule unit and the round function unit, the scale of circuit can be further reduced. 
[0149] While only selected embodinr^ents have been chosen to illustrate the present invention, to those skilled in the 
aft It will be apparent from this disclosure that various changes and modifications can be made herein without departing 
from the scope of the Invention as defined In the e^jpended claims. Furthemnore, the foregoing description of the em- 
bodiments according to the present Invention is provided for Illustration only, and not for the puipose of limiting the 

40 Invention as defined by the appended claims and thialr equivalents. 


Claims 

An encryption drcult that generates fram a cipher kiey a plurality of round keys having a number of bits correspond- 
ing to a predetermined processing block length and executing, tor each processing block length, Irtput data and 
round key encryption/decryption processing, by means of a round function unit comprising an XOR operation unit 
that XORs the input data and one of the round keys and a round processing unit that iterates round processing 
that includes Byte Sub transfonnation, Shift Bow transformaJfon, Mix Column transformation and Round Key Ad- 
dition, wherein: 

said round processing unit comprises: 

a first selector that segments input data into execution block lengths smaller than said processing block 
length; a first Round Key Addition drcuit that adds said round key value to input data for each said exe- 
cution block length; 

an intemnediate register/Shift Row transfonnation circuit that temporarily stores the output of said first 
Round Key Addition circuit and executes Shift Row transformation using said processing btock length; 


45 1. 


so 


22 

PAGE 29/136 ' RCVO AT 6M/2006 6:07:40 PM [Eastern Daylight Time] * SVR:U8PTO-EFXRF-6/24 * DN1S:2738300 * CSID:6ai-460-1986 * DURATION (mm-s$):83-52 


6/4/2006 4:08 PM FROM: 661-460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 027 OF 135 


EP 1 271 839 A2 

a Byte Sub transformation circuit wherein 

said intermediate register/Shift Row transf omriation circuit value is Inputted for each sakj execution biocic 
iength and Byte Sub transformation is executed; a second Round Key Addition circuit wherein 
said rntemiedlate register/Shift Row transformation circuit value fe inputted for each said execution block 
s length and said round key value is added for each said execution block length; 

a t<A\)c Column transformation circuit executing Mix Column transfomiatton on the output of said second 
Round Key Addition circuit; arKl 

a second selector that outputs to said first Round Key Addition circuit one output from among the outputs 
of said tirstselector, intemiediate register/Shift Row transformation circuit, Byte Sub transfomnatlon circuit, 
fO or Mix Column transfomiatlon circuit. 

2. An ancryption circuit according to claim 1 wherein said execution block length is a multiple of 8 bits. 

3. An encryption circuit accorcSng to claim 1 , wherein said processing block leng^ Is 128 bits and said execution 
IS block length is 32 bits. 

4. An encryption circuit according to claim 1 , wherein the key length of the cipher key ie any of 128 bits, 1 92 bits or 
256 bits. 

5. An encryption circuit according to claim 1, wherein: 

said Byte Sub transformation drcust comprises a matrix operation unit for decryption that executes a matrix 
operation on input data; 

a third selector that outputs either the input data or the output of said matrix operation unit for deciyption; 
an Inverse operation unit for executing an inverse operation on the data outputtedfrom said third selector; a 
matrix operation unit for encryption that executes a matrix operation on the data outputted from said inverse 
operjatlqn unit; and a fourth seiector that outputs either the output of said inverse operation unit or the output 
of said matrix operation unit for encryption. 

30 6, An encryption circuit according to claim 5; wherein said matrix operation unit for decryption and said matrix oper* 
~ ation unit for encryption comprises an XOR circuit so as to perform 8-blt operations at one dock cycle. 

7. An encryption circuit according to claim 5, wherein said matrix operation unit for decryption and said matrix oper- 
ation unit for encryption comprises an XOR circuit so as to perfonn 1 -bit operations at one clock cycle. 

35 

6. An encryption circuit according to claim 1 , vyherein said intenmedlate register/Shift Row transtonn ation circuit can 
be used for both encryption and decryptton through the reversal of order of Input of shift data relating to amount 
of shift for data to be inputted into said intermediate register/Shift Row transfonmation circuit, the Input ordef for 
decryption l;>eing the reverse of the order for encryptk>n. 

40 

e. ■ An encryption circuit according to claim 1 , wherein said Mix Column. transf omnation circuit comprises a pi urallty of 
multiplication units with unique multipliers and an XOR circuit that perfomis XOR operations for said plurality of 
multiplication units, said Mix Column transformation circuit executing a matrix operation between data inputted 
Into each multiplk^ion unit and the multiplier established for each muit^llcatlon unit 

45 

10. An encryption circuit according to claim 9, wherein said iVIw Column transformation circuit comprises 4 operation 
units having 4 multiplication units capable of 8-bit unit operations and XOR circuits that execute XOR operations 
based on the outputs of saki 4 multfpUcation units. 

^0 11 . An encryption circuit according to claim 9, wherein said multiplication units can control 2 multipliers and are used 
for both encryption and decryption. 

12. An encryption circuit according to claim 11, wherein said multiplication units are constituted to control addition 
values from high-order bits, 

S3 

13. An encryption clmult according to daim 1 having a key expansion schedule circuit that generates from said cipher 
key, as an expanded key segmented into bit numbers corresponding to said execution block length, a plurality of 
round keys with bit numl^ers corresponding to a predetermined processing block length; the key expansion sched- 
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ule circuit comprising: 

a fifth selector that segments a cipher key Into the number of bits con-esponding to said execution block length 
and outputs the same; 

a shift register to which flip-flop circuits are connected at a plurality erf stages, said fi!p-tlop circuits latching 
data in unfts of said executton block length; 

a first XOR circuit that XORs the output of the final stage flip-flop circuit of said shift reglsterwlth one constant 
selected from among a group of constants; 

a sixth selector into which are Inputted the outputs of those f Bp-flops of said shift register that are involved In 
operations for encryption and the outputs of those flip-flops involved In operations for decryption, and which 
selectively outputs one of these; 

a Rot Byte processing circuit that rotates the output of said sixth selector 

a seventh selector into which the output of saki sbrth selector and the output of said Rot Byte drcuit is inputted 
and which selectively outputs one of these; 

a Sub Byte processing arcuit that executes Byte Sub transfomriatlon on the output of said seventh selector 
. for each said execution block length; 
an eighth selector Into which the output of said sixth selector and the output of said Sub Byte processing circuit 
are inputted, and which selectively outputs one of ttiese; 

a second XOR circuit that executes an XOR operation based on the output of said first XOR circuit and the 
output of said eighth selector; and 

a shift register unit selector that selectively outputs, to those fiip-flops of said shift reglsterthe outputs of which 
are subject to operations for encryption, either the output of said second XOR circuit or the output of the 
adjacent stage flip-flop. 

14. An encryption ciR^ It accordi ng to claim 1 3, wherein said shift register conf^risos 8 flip-flops executing data process- 
ing in 32-bit units, and said srxtii safector Is constilutod so that the outputs of the second, fourth, sixth and eighth 

, flip-flops from the bottom irom among said flip-flops are Inputted therein, and that it ou4)Ut8 one of these. 

15. An encryption circuit according to claim 13, wherein through the Input into said seventh selector of the output of 
said intennedlate register/Shift Row transfomiation circuit and the input into said second selector of the output of 
said Sub Byte processing circuit, a single circait can be used for said Sub Byte processing circuit and said Byte 
Sub transfonnallon circuit of said round processing unit. 
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Key Length = = t28bct or 192bit 

KeyExpanslon { byte Key [ 4 * Nk] wort W [ Nb * ( Mr + 1 )] 

f or ( i = 0 : i < Nk ; i++ ) 

W[n = { Key [4* I]. Key [44^1 + 1]. Key [4* i + 3]): 
for(i = Nk:i<Nb*(Nr+n;|4+) 


{ 


temp = wri-l ]; 

temp = Sub Byte ( Rot Byte ( temp ) ) Rcon [ I / Nk ] 
WCJ] = W[i-Nk]"tafnp: 


K«yLene*h = = 256blt 

KeyExpansioni ( byte Key 1 4 * NK] worti W [ Nb *( Nr + 1 ) ] 

for ( I = 0 ; i < Nk : i-tH- ) 

W [ 1 3 = ( Key [4 ♦ i ] . Key 1 4 * i + 1] . Key [4* I + 3 3 ) : 
for < i = Nk : l< Nb *( Nr + 1) ; 1++) 


f 


tennp = W[1-1 ]; 
5f(i%Nk==0) 

temp = Sub Byte ( Rot Byte ( ten^ ) ) " Rcon [ i / Nk 3 ; 
elseif (J%Nks:^-4) 

temp = Sub Byte ( temp ) ; 
yV[|]=W[i^Nk3"temp; . 


Fig . 2 
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(54) AES Encryption circuit 

(57) A round processing unit in an encryption circuit 
comprises: a first Round Key Addition circuit (204) that 
adds a round key value to input data; an intermediate 
register/Shift Row transformation circuit (206) that tem- 
porarily stores the output ot the first Round Key Addition 
circuit (204) and executes Shift Row transformation; a 
Byte Sub transfontiattoh circuit (207) Into which the val- 
ues of the intermediate register/Shift Row transfonna- 
tion circuit (206) are inputted and which executes Byte 
Sub transfomiation; a second Round Key Addition cir- 
cuit (208) into which the values of the intemriediate reg- 
ister/Shift Row transformation circuit (206) ars Inputted 
and which adds round key values; a Mix Column trans- 
.formation circuit (21 0) that executes Mix Column trans- 
formation upon the outputs of the Second Round Key 
Addition circuit (208); and a second selector (203) that 
outputs to the second Round Key Addition circuit (204) 
one of the outputs of a first selector (202), the Interme- 
diate register/Shift Row transformation circuit (206), the 
Byte Sub transfomrjation circuit (207), and the Mix Col- 
umn transfonnation circuit (21 0). Such an encryption cir- 
cuit reduces a scale of circuit and can achieve a certain 
level of high-speed processing in the implementation of 
the AES block cipher. 
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